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9. Safety Control Design and Safety Evaluation
for Computerized Plant System

by Hiroyasu IkEDA*, Tsuyoshi SArTo* and Noboru SuGIMOTO**

Abstract : With advancement of large-scaled plants, the use of a computer increases in the control, and
there is a tendency that programmable equipment including a micro-processor is introduced into a hard-
ware safety related system based on conventional electromagnetic relays. Because reliability of normal
hard-wired system is low, and a fault diagnosis capability is uncertain and insufficient, it is a trend to
replace the hard-wired with a flexible and functional software. However, as for such a programmable
controller, indistinct characteristics remain in the use in safety security still, and, for example, potential
systematic failures which can not be identified may appear and cause unsafe conditions.

A functional safety standard of programmable electronic safety systems is established and this standard
divides instrumentation of an automatic control system into safety related part and control part. This
standard requires expressing the safety integrity as unreliability. Therefore, general-purpose program-
mable controllers shall not be used as safety related parts when the characteristics of the controllers can
not be analyzed and evaluated. The safety interlock system must be consisted with special consideration
on safety in order to apply programmable equipment in a safety related parts.

This report proposes layered control systems with the functional controller and the safety interlock
controller based on the concept of independent protection layers in case of adopting programmable
equipment. And the role of each controller and safe performance required for safety integrity levels are
examined. In addition, a safety function of process control is confirmed by a simple heat exchanger mod-
el. This model has three process controllers and one safety interlock system with a three channel pro-
grammable controller. Powerful self-checking functions and a diverse structure of the programmable
controller can improve total safety integrity level of the heat exchange process.

Keywords; Process safety, Safety control, Safety interlock, Independent protection layer, Diversity,
Redundancy
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Fig. 4 Heat exchanger model with three controllers and one safety interlock system.
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Fig. 7 Example of SIS process for shutdown of hot
water supply.
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