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Effects of Electromagnetic Noises on Electronic Circuits and
Electrostatic Protection of Semiconductor Devices

by Hajime TomiTa* and Yasuyuki TATABA™*

Abstract: Electronic devices and equipment are prone to be malfunctioned by electromagnetic
noises emitted by nearby industrial equipment, such as inverters and weldering machines. Such
equipment are also affected by electric over stress and electrostatic discharge (EOS/ESD). EOS/ESD
become the cause of semiconductor failure. Conductive materials are commonly used for shielding
semiconductor devices from EOS/ESD.

In this paper, a fundamental study was conducted on electromagnetic noise in industrial en-
vironments, malfunction of digital circuits and the relationships between electrical properties of
conductive materials and their field screening capabilities. In an industrial environment, motors and
weldering machines are the main sources of electromagnetic noise. To investigate the malfunction of
a digital circuit, such was tested by injecting a pseudo-noise onto a signal line of the circuit.

Malfunction was found to occur when the signal level changed from high to low or vice versa as a
result of the composite effect of signal and electromagnetic noise. Considering from IEC standard,
the noise level at the malfunction of a digital circuit was found to be lower than the severity level
requested in industrial environment. With regards to conductive materials, which are used for the
protection of semiconductor devices from EOS/ESD, their electric field shielding effectivenesses were
investigated based on the standardized method of test, IS-5-A, and calculated using an equivalent
circuit of a human body and conductive material. The calculated results nearly agreed with the
experiments. Electric field shielding effectiveness was also calculated using the simple electrostatic
discharge model. The electric field generated by the discharge was assumed to be the summation of
plain waves. The comparison between the computational result obtained in this study and experimen-
tal results revealed that volume resistivity less than 1Q- m is necessary to protect a semiconductor
device from being affected by EOS/ESD. The computational method for assessing the electric field
shielding effectiveness is applicable to designing conductive materials for electrostatic protection.
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Table 1  Typical man-made noises.

B/ A XRER

1. Relay

2. Circuit breaker

3. Motor

4. Tyristor

5. Electrostatic discharge

6. Weldering machine
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Vertical axis:0.2(V/im)/div.;
Horizontal axis:5 ¢ s/div.
Fig. 1 Wave form of electric field produced by a
weldering machine.
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Fig. 2  Experimental electronic circuit.
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Fig. 3 Relation between frequency and output voltage
of SG2 at the malfunction of 74504.
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Fig. 4  Malfunction of 74504 caused by pulse electro-
magnetic noise.
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Table 2 Properties of conductive bags.
BEH Ny T O
Sample | Surface resistivity (£2) Volume resistivity ({2-m) Thickness Structure
(pm)
A 6 x 10% 6 x 1013 100 Single layer
B 1 x 10%° 3 x 101! 85 Triple layers
C 4 % 102 5 x 1014 100 Triple layers
D 2 x 10* 4 % 10° 100 Single layer
E 8 x 1019 4 x 1014 90 Double layers
PEARETFOB, BEOERE toT\ b, JOXE Table 3  Peak voltage observed by capacitive sensor at
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Fig. 5 Equivalent circuit of a human body.
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Fig. 9  Relationship between electric field shielding ef-
fectiveness and volume resisitivity of material.
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