Research Reports of the National Institute
of Industrial Safety, NIIS-RR-95 (1996)
UDC 62-192:519.681:681.3.05:681.5.09

HERftict a4 7uruoty o T —BINFIE L M
| W

Error Detection by Coded Microprocessor and Its Evaluation
by Hiroyasu IKEDA*

Abstract: A microprocessor is indispensable to complex control system such as railways, aircraft
and atomic power plants. However, standard mono-microprocessors are obviously not designed fail-
safe, and they require protection against programming errors and hardware failures when used in
safety-related systems or critical control fields.

In order to realize such protection, multiple microprocessors with a voter (for example, a majority
element for 2-out-of-3) have been widely used to give high dependability, which equates to high-
safety, high-security, high-availability and high-reliability. However, the redundant hardware system
may become complex and be expensive, thus this kind of system would imply being used only in a
limited process. ,

On the other hand, various coding techniques of information sources and channels have been
developed in communication systems to improve transmission reliability or fidelity. A redundant
arithmetic coding has been specially considered for vital data processing. It is required reducing
hardware complexity to improve speed and to ensure reliability in computation. Above all, redundant
residual codes have been used as error-detecting or error-correcting codes in data processing.

The coded microprocessor, which produces and deals with such residual codes to protect against
hardware failures, has redundancy not of hardware and software but only of information. This unique
innovative technique has been designed to detect errors occurring in data processing.

In this paper, the architecture of the coded microprocessor to detect any potential error during the
processing of data was proposed by means of the coding principle. Further, the error detectability
of the coded microprocessor was discussed.

The coded microprocessor is a standard mono-microprocessor running one program with external
fail-safe monitoring or checking hardware (such as code generator, clock generator, dynamic com-
parator), and uses all coded redundant information (data) and added signatures based on residual
arithmetic (remainder theorem). Therefore, it has the safety level that depends on only information
redundancy, not on the total number of redundant codes and the processor or its reliability, provided
that the global signature streams generated by the microprocessor by comparison with a predefined
sequence.

The error detection capabilities is presented as well as the assessment of the non-detection prob-
ability of errors. For example, such error detectability can be set up 10712 in terms of probabilities,
if the check word length is 40 bits. The safety demonstration of the coded microprocessor has been
investigated and accepted so that any error which may occur in the processor is detectable by the
code and the probability of non-detection of error is defined by choice in a random manner.
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