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An Inquiry into Basic Safety Requirements of
Field-bus Network for Safety Control*
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Abstract: In the bottom layer of a hierarchized computer network for manufacturing in a factory,
serial communication networks, in which sensors, actuators and logic controllers are connected to a
single wire (the bus) that has two endpoints, are collectively termed “Field Buses”’. Recently,
application of the field bus technology to transmission of safety-related information from protective
sensing devices for human safety to control parts of industrial machinery shows rapid progress.
However, dangerous transmission errors on field buses and preventive measures against them have
still not been investigated enough. The safety-related information transmission requires special
considerations to ensure the promptness and inerrancy as well as the conventional hard-wired fail-
safe interlock system.

This paper deals with the derivation of basic safety requirements of field bus network to transmit
safety-related information (Safety Field Bus : SFB) and the experimental verification of safety
performance of the SFB. From the perspective of the conventional fail-safe theories and requirements
of international standards concerning safety of machinery, the four requirements are showed for the
redundant architecture of processing interface controller, the cyclic signal transmission to confirm
the normalcy of communication function and the double error detection coding of telegrams. In
order to establish a concrete example of SFB system, a test model of safety control device capable
of connected to SFB is experimentally produced by using a single board 16 bit microcomputer and
a prepared SFB controller chip based on the controller area network (CAN) bus. Using the
experimental SFB system including the test model, its response time to detect dummy hardware
failures and to perform a designated safety function are measuared. From the results of the
measurements, it is confirmed that the experimental SFB system has enough potential to achieve a
higher safety integrity level than the level described on the associated international standards, however
the importance of improvement in its slow response time was revealed.
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Fig. 1 Schematic diagram of CAN bus.
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Fig. 7 An example of data transmission to confirm
the normalcy of data buses and I/O ports.
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Fig. 8  Measurement result of the detection
time-lag in case of CAN bus-line failure.
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Fig. 9 Measurement result of the detection
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